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Introduction

	Who needs to install Biotics 4 Exchanger?
	Any Biotics 4 Installation where users wish to import and/or export data should install the Biotics 4 Exchanger.

The current paradigm is that data should enter and leave the system only via the Biotics 4 Tracker, Biotics 4 Mapper, or Biotics 4 Exchanger applications. Both Tracker and Mapper are designed for input and reporting (and support certain levels of information extraction). Exchanger is specifically designed to handle mass data upload and export to another Biotics 4 Exchanger application.

In addition, the Element Data Exchange process relies upon the Biotics 4 Exchanger application (all Biotics 4 installations who intend to participate in the Element Data Exchange must install the Biotics 4 Exchanger).

	What are some of the benefits?
	Because the Exchanger is designed to work with the Biotics 4 database (and has implemented several of the particular business rules needed to maintain data integrity), exchanging data between Biotics 4 databases and maintaining data integrity between them is greatly enhanced by using the Biotics 4 Exchanger application.

For one, the application adheres to the Biotics 4 security model, allowing users to access the application and the database according to the rights granted via the Biotics 4 Administrator application. End users never need to be given any direct access to the database in order to complete their data upload or data extraction projects.

For another, the Exchanger comes with some tools to help write and execute fairly complex conversion algorithms on uploaded data that do not conform to the Biotics 4 data model. 

It also allows you to compare data in another Biotics 4 database to data in the current database without endangering the basic integrity of your data.

	When might you opt not to install or use the Biotics 4 Exchanger?
	You may forego the installation of the Exchanger if you know you will never exchange data with another Biotics 4 installation. The only reason for recommending this route is to reduce the administrative complexity that the Exchanger adds to the Biotics 4 suite.

The Exchanger is written in Java and relies upon a different set of configuration files. This means that when the Oracle DBA decides to change the database password, he or she must remember to also change the password in the proper configuration file for the Exchanger.


Technical overview

	System Requirements
	Biotics 4 Oracle Database

· Oracle version 8.1.7.4.1

· 1.3 GB hard disk space*

* 1.3 GB disk space for two new tablespaces for the Exchanger Holding Area tables and indexes: if the database already has these two tablespaces, additional disk space may not be necessary.

Biotics Application Server

· 18-20 MB hard disk space for Login Server (service) Installation & application configuration

· Java 2 Runtime Engine Version 1.4 (1.4.1_02 or higher)
Biotics User Desktop

· 20 or more MB hard disk space

· Java 2 Runtime Engine Version 1.4 (1.4.1_02 or higher)
NOTICE: Java 2 Runtime Engine Version 1.5 is not compatible with the Exchanger version 1.x software.

	Install the holding area
	This is a set of tables in the data model designed to hold import projects.

Many of the recent Biotics 4 databases already have this complement of tables. However, it is known that the Exchanger causes high I/O contention on a few of these tables. Therefore, it is recommended that they be installed in their own tablespace. This installation includes the database scripts required to make this change to your system.

This is an absolute necessity only if the system is expected to receive and process more than one project at any single time, or if the system is expected to retain more than a dozen projects in archival mode within the holding area. If in doubt, execute the installation as these instructions indicate.

	Biotics 4 Exchanger Login Server Installation
	This is a special service installed on a server that handles the security for the application. Its purpose is twofold:

	check user authorization
	Its primary purpose is to present the user with a login dialog, and then check that user’s credentials as configured using the Biotics 4 Administrator application. If the user is authorized to use the particular function being requested, it returns a database connection to the application. This way, the database logon name and password can be made as secure as the server on which the login server is installed.

	execute admin steps
	There are some steps (see Database prep below) which can only be executed from the login server application. This is because they require direct access to the database using the database username and password. This can only be achieved from the login server application.

	Database prep
	This step executes 5 different processes that are designed to be executed whenever the data model changes. The purpose of this preparation is to make the Exchanger process faster, and the user experience more intuitive.

	logical schema xml
	The first step creates the logical schema files. Although the Exchanger will ship with a default set of logical schema xml files that should be sufficient for any program’s use, these default schema files will not include any extensible tables or columns. Specific tables and columns may be excluded from the logical schema (making them invalid for export or import).

In addition, since future database patches will require the administrator to regenerate these files, it is recommended that they be generated as part of the installation in order to confirm that they indeed match the existing data model, and that the administrator/database manager has properly configured the specific tables and columns to be included or excluded from the Exchanger. 

	domain table order calculator
	All this does is make certain that the TABLE_ORDER column in the DOMAIN_TABLES table is correctly set such that domain tables which are parents to other domain tables will have a lower number than its children. This ensures that the domain processing happens in order starting with parent tables.

	display view creator (_dvw views)
	This creates the "display views" also known as "domain-translated views." The view names match the names of the Biotics 4 business tables plus the extension ("_dvw"). Any SQL user of the system can use these views to display the domain values as readable values rather than displaying only the domain id values.

	union view creator (_uvw views)
	This creates union views between the Biotics 4 active business tables (e.g., ELEMENT_GLOBAL) and its associated deleted table (e.g. ELEMENT_GLOBAL_DEL). This view is used by the Exchanger to process deleted records for export and matching (for instance, you may receive a record from another program that matches a record you previously deleted).

	import detail view creator 

(_hvw views)
	This creates one view for each configured "logical" record type. Unlike "subject areas" in Tracker, the Exchanger uses "logical" records. A logical record is simply a top table (e.g., ELEMENT_SUBNATIONAL) and all its children that are not members of another logical record type.

These views reconstruct data stored in the holding area into a view that is more easily queried than the holding area data model itself.

	User Security Configuration
	Before the Exchanger itself can be used by anyone, authorized users must be given access to the Exchanger functions. Now, after the holding area has been installed, is a good time to configure the admin user as well as other identified users of Exchanger. The following function names are added during the Exchanger installation. Below are the function names.

· "Use Export Tool"

· "Use Import Tool"

· "Use Rule Config"

The configuration is handled via the Biotics 4 Administrator application.

	Biotics 4 Exchanger Application Configuration
	This happens on the login server machine before any Exchanger clients are installed. The default configuration should for the most part suffice, but there are some options that may be set to a different preferred default.

	Biotics 4 Exchanger Application Installation
	There are two flavors of client installation:

· shared network drive

· user desktop (recommended)

You can mix and match as your needs demand. These types are not mutually exclusive.

If you are in doubt, install one client only on the datamanager's desktop.

	shared network drive
	With a shared network drive installation, any user may execute and use the Exchanger from a shared location. 

The only major drawback of this type of installation is in the event of an error: because the (version 1.0) log files currently write to a specific place relative to the application root (rather than to a user directory), one user’s error condition, and consequent log entries, may be overwritten by another user’s routine message logging.

One benefit of this style is that the configuration can be standardized, and when updates are needed, all updates made to the same location.

	private user desktop
	With a desktop client installation, the user maintains one or more copies of the application on his or her hard disk and executes it locally. There is no functional advantage to doing it this way (except that user preferences may be saved independently of those of other users).

The primary advantage of a desktop client installation is to allow a different configuration for special projects. The current version (1.0) does not allow very much flexibility between the types of configuration different users may apply. For example, the match actions for the application apply to any project that is accessed from that application. There are indeed cases in which a different set of match actions is appropriate due to the nature of the upload. In this case, it is unwise to modify the standard (global) configuration. Rather, a local copy should be modified for that special project.

One disadvantage is that any database updates or security updates must be distributed to each client.


Steps to install the Holding Area

This requires DBA access to the database (unless a specific user is specified, the user must have all database privileges). The following should be done in SQL Plus, NOT SQL Plus Worksheet.

Throughout these instructions, you will be told to unzip files to install to a directory under c:\hdmsx\loginsvr. The files unzipped for this step in the process are transient and may be unzipped to any temporary location. If you unzip these files to another directory, replace 'c:\hdmsx\loginsvr' with that subdirectory path throughout the instructions in this section (installing the Holding Area).

	System Requirements
See the FAQ for details on how to check the state of database objects
	· Biotics 4 database has been completely installed.

· Biotics 4 database is Oracle version 8.1.7.4.1 (no other versions are currently supported).*

· All database triggers are enabled.

· All database functions are in a 'Valid' state 

· Available hard disk space (minimum):

· 1.3 gigabytes on the Oracle server

* You can continue with the installation and attempt to open the application. The application startup displays the Oracle version in the console window (DOS window). If that version does not match the version above, especially if it is an earlier version, the Exchanger may behave strangely or fail to function.

Although preliminary trials have proven reasonably successful, Exchanger on Oracle 9i is supported only for the data exchange (pre-exchange export and post-exchange import). 

	Software
	· Get the latest Exchanger sql patch (b4dx_sql_1_01_RC6.zip). This is a zip file with naming convention "b4dx_sql_{version}.zip" that was either delivered to you in a larger zip file, or can be obtained from an ftp location. You should be able to obtain the ftp address from NatureServe to download the pertinent patch software.



	Backup your database
	1. Make certain that your Oracle database has a current backup. You are also advised to ask users to exit any applications accessing the Oracle database during this installation. Technically, it is not necessary for users to exit. However, should you need to restore the database due to a problem encountered during installation, any users who continue to work on the database during the installation may lose their saved work.

	Unzip the sql patch
	2. In windows Explorer, create the c:\hdmsx\loginsvr subdirectory

3. Unzip the sql patch to the c:\hdmsx\loginsvr subdirectory. It should create the c:\hdmsx\loginsvr\sql subdirectory.



	Note the path of the Oracle Database Tablespace
path without last backslash:

__________________________________________________
	4. Either get your Oracle DBA to tell you the complete path to the tablespace subdirectory, or look for it if you have access to the Oracle Server Machine and make a note of the path.

Default installations are located in the C:\ORACLE\ORADATA\BIOTICS subdirectory. If you are looking for this manually, you should find files called BIOTICS_DATA.ORA and BIOTICS_INDEX.ORA.

If your installation is not a default installation, you must ask your DBA to supply this information for your, or to execute these instructions for you. The assumption is that if you have a DBA who makes decisions about where to put tablespace data files, that person should know where they are, or that person will likely want to be in control of such updates to the Oracle Server.

	Make the dx tablespaces

Low-level detail: these scripts create tablespace files with the ".ORA" extension. If you must use a different extension due to your office policies, please make the appropriate change to the tablespace script. See the FAQ for more details.
	5. Log in as the SYSTEM user in SQL Plus. ( Not SQL Plus Worksheet)

6.  Execute the correct script for your version of Oracle:

@c:\hdmsx\loginsvr\sql\create_dx_tablespaces.sql

 or for Oracle 9i:

@c:\hdmsx\loginsvr\sql\create_dx_tablespaces9i.sql

7. When prompted, enter the path name of the Oracle Database tablespaces (that you noted above) without the last backslash (e.g., "c:\oracle\oradata\biotics")

8. Type "BIOTICS_DX_DATA" (without the quotes) when prompted for the BIOTICS_DX_DATA tablespace.

9. Type "BIOTICS_DX_INDEX" (without the quotes) when prompted for the BIOTICS_DX_INDEX tablespace. 

	
	10. When the procedure finishes, run the following command:

SELECT tablespace_name, 

    file_name, 

    status 

FROM dba_data_files 

WHERE tablespace_name 

IN ('BIOTICS_DX_DATA','BIOTICS_DX_INDEX');

The status should be listed as “available” for both tablespace. You must not proceed if the tablespaces are not available.

	get the database SID
write it down here:

________________________
	11. While logged in as SYSTEM, execute the following to obtain the SID of the database (you'll need this in a following section to set up the database URL):

SELECT instance_name FROM v$instance;
12. Write down the instance name.

	
	13. Log out of the SYSTEM user.

	Create or replace the dx tables
	14. Log in as the BIOTICS_USER user.  

15. Execute 

@c:\hdmsx\loginsvr\sql\data_exchange_master_patch.sql 

This script drops the existing tables, and re-creates them in the new tablespaces. This script also installs the utility functions.

16. When prompted, answer as shown below:

· path: {the path where the sql patch is, e.g., c:\hdmsx\loginsvr\sql) without last backslash.

· HDMS_DX_DATA: BIOTICS_DX_DATA
· HDMS_LOBTBS_DATA: BIOTICS_DX_DATA
· HDMS_DX_INDEX: BIOTICS_DX_INDEX 

	Check the log files for errors
	17. Open the log files in the c:\hdmsx\loginsvr\sql\logs subdirectory. Search for the text "ORA-" (in allcaps). You may get the following errors:  ORA-00942: table or view does not exist, or ORA-02289: Sequence does not exist.  You may ignore these errors.  If you find any other errors, check the troubleshooting section of this document for the problem, and if you don't find any reference to it, contact technical support. Be prepared to send the following log files to technical support:  

· create_utilities.log 

· domain_tables.log 

· dx_functions.log

· holding_area.log 

· system_wl_data_table.log 

	Reset the holding area sequences
	18. Logged in as BIOTICS_USER, execute

@c:\hdmsx\loginsvr\sql\holding_area_seq.sql 

This script drops and recreates the sequences for the holding area. 

You will also want to use this script whenever the database is moved from one server to another.

	Install security configuration patch
	19. Execute 

@c:\hdmsx\loginsvr\sql\security_config_patch.sql. 

This script inserts any missing rows required for the Exchanger application into the security configuration tables in the Biotics Database.

	Create the inventory log
	20. Execute

@c:\hdmsx\loginsvr\sql\inventory.sql

When prompted, type the path of the sql subdirectory (e.g., "c:\hdmsx\loginsvr\sql").

Use the output of this script (under sql\logs\inventory.log) to check the inventory, covered below.

Note that the script may include some items in the inventory that are not listed in this document--that's OK. What matters is that everything in this document is listed in the inventory.log file.


Inventory

Check to make sure all the necessary tables, sequences, and functions exist in the database after this installation step.

Tables

	imported_audit
	Stores auditing records sent by the source database (from audit_log).

	imported_col_audit
	Stores auditing records sent by the source database (from audit_log_column).

	import_candidate_match
	After a matching step has been executed, this table stores information about candidates in the target database that may match a particular incoming record.

	import_col_clob
	Stores the clob data for any incoming columns that exceed 4000 characters.

	import_detail
	Stores one row for every row loaded into the holding area. This is one row per table, not one row per logical record.

	import_detail_col
	Stores one row for every column loaded into the holding area.

	import_project
	Stores one row for every project loaded into the holding area (and not yet purged).

	import_task
	Stores the tasks that were used to originally export the data from the source database.

	import_unmatched_target
	Stores information about target records that were not matched (typically, child records that are treated as groups as related to their parent).

	hold_col_audit
	Stores auditing data generated by edits to the holding area records.

	fk_display
	Stores information about the identifying field in a business table.

	saved_filter
	Stores the filters created by users through the Exchanger.

	domain_tables
	Stores information about known business domain tables.

	system_wl_data_table
	Stores information about working lists (utility table created by NatureServe to facilitate working list handling).


Sequences
All sequences are used to generate unique numeric primary keys.

	detail_col_clob_seq
	not used [we should get rid of this]

	detail_col_seq
	For import_detail_col table.

	hold_col_audit_seq
	For hold_col_audit table.

	imported_audit_seq
	For imported_audit table.

	imported_col_audit_seq
	For imported_col_audit_table.

	import_candidate_seq
	For import_candidate_match table.

	import_project_seq
	For import_project table.

	import_seq
	For import_detail table.

	import_task_seq
	For import_task table.

	import_unmatched_ta_seq
	For import_unmatched_target table.

	saved_filter_seq
	For saved_filter table.

	system_wl_data_table_seq
	For system_wl_data_table table.


Functions

Most if not all of these functions should have been installed with the Biotics 4 database. However, some new functions may have a status of "INVALID" which need to be recompiled. Please see the Troubleshooting section of this document for more details.

	delimlist (sql[, delimiter])
	A utility function that returns multiple values as a single string (based on the sql query--usually on a child table--delimited by the optional delimiter passed in). The default delimiter is a pipe ("|"). (sql\util\delimlist.sql)

	dlookup (domain_table_name, domain_id)
	Returns the user-friendly value for the domain id. The column used by this function is configured in the DOMAIN_TABLES table. (sql\util\dlookup.sql)

	DX_Biotic_work_around (refTableName, refPKName, refColName, refColValue)
	Returns the eo_id value or source_feature_id value for the eo_source_feature table as specified by the parameters. (sql\DataExchange.DX_Biotic_work_around.sql)

This handles the data model anomaly presented by the eo_source_feature table (this intersection should store the eo_id and the source_feature_id to link the EO to the SOURCE_FEATURE, but instead, it links the eo_shape_id (eo.shape_id) to the source_feature_shape_id (source_feature.shape_id). Because the Exchanger is 80-90% generic coding based on a set of assumptions about the data model, this anomaly has to be handled specially.

	ent_elcode (element_national_id)
	Returns the ELEMENT_GLOBAL.ELCODE_BCD value for the ELEMENT_NATIONAL_ID specified. (sql\util\elcode_functions.sql)

	est_elcode (element_subnational_id)
	Returns the ELEMENT_GLOBAL.ELCODE_BCD value for the ELEMENT_SUBNATIONAL_ID specified. (sql\util\elcode_functions.sql)

	fklookup (table_name, id)
	Returns the user-friendly identifier value for the id specified. The column used by this function is configured in the FK_DISPLAY table. (sql\util\fklookup.sql)

	getDateImportCol (import_detail_id, colname)
	Returns a date type value from a holding area column record. (sql\DataExchange.getDateImportCol.sql)

	getNameCatDesc (scientific_name_id)
	Returns the NAME_CATEGORY_DESC value from the D_NAME_CATEGORY table associated with the SCIENTIFIC_NAME record with the specified id (e.g., "Vascular Plant". (sql\util\getNameCatDesc.sql)

	getNameTypeCd (scientific_name_id)
	Returns the NAME_TYPE_CD value from the D_NAME_CATEGORY table associated with the SCIENTIFIC_NAME record with the specified id (e.g., "P", "A", or "C"). (sql\util\getNameTypeCd.sql)

	getNumImportCol (import_detail_id, colname)
	Returns a number type value from a holding area column record. (sql\DataExchange.getNumImportCol.sql)

	getPk (table_name)
	Returns the name of the primary key column. This has very limited applicability except in generic procedures. (sql\util\getpk.sql)

	getTextImportCol (import_detail_id, colname)
	Returns a varchar2 type value from a holding area column record. (sql\DataExchange.getTextImportCol.sql)

	get_bcd_grank (element_global_id)
	Returns a reverse-conversion GRANK value for exporting to a BCD System. (sql\util\get_bcd_grank.sql)

	get_bcd_usesa (element_global_id)
	Returns the interpreted_usesa value if it exists, otherwise, it returns the usesa_cd associated with the d_usesa_id in the specified taxon_global record. (sql\util\get_bcd_usesa.sql)

	get_bcd_xabund (d_pop_size_id)
	Returns a reverse-conversion NABUND or SABUND value for exporting to a BCD System. (sql\util\get_bcd_xabund.sql)

	HA_D_lookup (import_project_id, import_detail_id, colname, parent_table_name, parent_table_colname)
	Same idea as DLOOKUP, but this one works on the holding area. In the case of a manually linked record, this function will call the DLOOKUP function to retrieve the value from the target database. (sql\DataExchange.HA_D_lookup.sql)

	HA_EST_lookup (import_detail_id)
	Special function that returns the holding area’s element_subnational record identifier for a specific element_global record (this function does not work if the project’s nation_code and subnation_code are not properly filled in). (sql\DataExchange.HA_EST_lookup.sql)

	HA_FK_Disp (import_detail_id, colname)
	Used by Exchanger to display a value for a foreign key. The Exchanger is configured to show a replacement value (e.g. G_NAME for element_global_id) to make it easier for users to identify records. (sql\DataExchange.HA_FK_Disp.sql)

	HA_FK_lookup (import_project_id, import_detail_id, colname, parent_table_name, parent_table_colname)
	Same idea as FKLookup, but this one works on the holding area. In the case of a manually linked record, this function will call the FKLookup function to retrieve the value from the target database. (sql\DataExchange.HA_FK_lookup.sql)

	HA_lookup (import_project_id, lookup_table, lookup_value, display_column)
	Returns the column value of a specific column for a specific table in the holding area. (sql\DataExchange.HA_lookup.sql)

	round_grank (g_rank)
	A utility function that returns a rounded a g_rank value for a value that is passed in. (sql\DataExchange.transform_on_commit_functions.sql)

	round_nrank (n_rank)
	A utility function that returns a rounded a n_rank value for a value that is passed in. (sql\DataExchange.transform_on_commit_functions.sql)

	round_srank (s_rank)
	A utility function that returns a rounded a s_rank value for a value that is passed in. (sql\DataExchange.transform_on_commit_functions.sql)

	strip_fmt_tags (formatted_scientific_name)
	A utility function that returns a string with its formatted tags removed. (Removes any and all html tags.) Note that this function will only return the first 250 characters because it was designed to convert FORMATTED_SCIENTIFIC_NAME (varchar2(500)) to SCIENTIFIC_NAME (varchar2(250)). (sql\DataExchange.transform_on_commit_functions.sql)

	xlate (table_name, join_column_name, join_value, return_column_name[, delimiter])
	Like delimlist, this function returns multiple values in a single list. Unlike delimlist, this function does not require you to write an SQL statement. The syntax is similar to the BCD's XLATE function syntax, and this utility function exists simply to make it easier for users to transition. (sql\util\xlate.sql)

PROS: (over delimlist)

· If the join_column is nullable, and the value you pass in is dynamic, then delimlist will cause an oracle error (e.g., HIGHER_CLASS_UNIT_ID in ELEMENT_GLOBAL is nullable; using DELIMLIST to retrieve the genus (or higher taxonomy) data could cause an error.

CONS: (compared to delimlist)

· Not flexible regarding the sort order of multiple values or more finely tuned select statements.

Hint: Use DELIMLIST with the NVL function for the greatest flexibility.


Steps to install the Login Server

This step requires access to the BIOTICS_USER password as well as access to the machine where the Login Server will be installed. The recommendation is that you install to the application server.

Throughout these instructions, you will be told to unzip files to install to a directory under c:\hdmsx. If you plan to install the login server to another subdirectory, replace 'c:\hdmsx' with that subdirectory throughout these instructions.

	System Requirements

you can check this with the following DOS command

java -version
	· The Login Server machine must have a Java 2 Runtime Engine Version 1.4 (1.4.1_02 or higher).

· 15-20 MB of hard disk space

NOTICE: Java 2 Runtime Engine Version 1.5 is not compatible with Exchanger version 1.x software.

	Software
These zip files have either been delivered to you in a larger zip file, or they have been made available for download via ftp. If you do not have these files, please contact NatureServe to request the ftp URL for these files.
	· The Exchanger application (b4dx_1_01_RC6.zip).

· The security components package (b4dx_security_1_01_RC6.zip).

· The jnt software package (jnt.zip).

· The jvmi2 software (jvmi2.zip).

This document will step you through the installation using the jvmi2 software. You do not need this software to have a functioning B4X Login Server. However, without this software, a user must always be logged into the server in order for users to access the application.

The jvmi2 software registers the Login Server as a service on a Windows NT/2000 server and allows it to run even if there is no user logged into the machine.


B4XLoginServer Installation steps

	Unzip Exchanger software
	1. Unzip the Exchanger software to the c:\hdmsx\loginsvr subdirectory.  The zip file name is b4dx_(some_version_number).zip


	Unzip the security package
	2. Unzip the security package to the c:\hdmsx\loginsvr subdirectory. The zip file name is b4dx_security_(some_version_number).zip.  It contains the following components:

· loginserver.bat

· sample.dbci

· b4x-ls.bat

· b4x-ls-remove.bat

	install jnt
	3. Unzip the jnt.zip file to the c:\hdmsx subdirectory (it should create the c:\hdmsx\jnt subdirectory).

	Configure 

b4x-ls-remove.bat
	4. Edit the c:\hdmsx\loginsvr\b4x-ls-remove.bat file (i.e., open it in notepad):

Make sure the path before the jnt.exe command is correct (e.g., c:\hdmsx\jnt\jnt[.exe]). If not, correct it and save the file. Note that the '.exe' part of the command may be omitted.

You need to edit and save your edits if you installed the login server somewhere other than the c:\hdmsx subdirectory.

	install jvmi2
	5. Install the jvmi2 software to the server. Please try to put the software in a path that does not contain any spaces (e.g., "c:\java\jvmi2"). Otherwise, get the path without spaces (e.g., "C:\PROGRA~1\JVMI2") Make note of the path to the jvmi\bin subdirectory where the jvmi2.exe file can be found.

(Hint: if the install package is just a zip file, unzip it to c:\hdmsx\. This will create a subdirectory called \jvmi2\ and will complete the installation of the jvmi2.exe.).


	configure b4x-ls.bat
	6. Edit the c:\hdmsx\loginsvr\b4x-ls.bat file (i.e., open it in notepad):

· Make sure the path before the 'jvmi2.exe' command is correct. If not, correct it and save the file.

	configure jvmi2-b4x.xml
	7. Edit the c:\hdmsx\loginsvr\conf\jvmi2-b4x.xml file (i.e., open it in notepad):

· Look for the following line: 
<WRKDIR>c:\hdmsx\loginsvr</WRKDIR>

· Edit it only if you installed the login server application to a different directory. These instructions tell you to use the directory that is pre-configured, but you may edit it here if you chose to install it elsewhere.

Do not change the value of the SERVICE_NAME shown below. This is not the Oracle service name: it is the login server's service name.

<SERVICE_NAME>B4XLoginServer</SERVICE_NAME>

	create the dbci file

(You may need to enlist the assistance of your DBA, particularly if the DBA wishes to maintain a tight hold on the database security)

Note that the database password can be changed by the DBA after installation is complete (particularly if he or she wants to keep it secure even from you). In that case, the DBA must open this dbci file and make the appropriate edit.

Having trouble? See the FAQ for some hints.
	8. Open the c:\hdmsx\loginsvr\sample.dbci file in notepad.

9. Save the file as c:\hdmsx\loginsvr\conf\biotics_user.dbci
Make sure the file does not get a .txt extension.  You may avoid this by adding quotes to the file name when you save it in notepad.

10. While the file is still open in notepad, make the following edits (see bold items in the example below to locate these fields).

· Host (Oracle server name; e.g., change the "oracle1.abi.org" in the sample to"bioticsdb" if your Oracle server name is "bioticsdb"; add the domain qualifier if necessary)

· SID (the system identifier of the Oracle database--remember, you looked for this up in the holding area installation section in step 11 on page 10.  Be aware that SID is not the same as service name.)

· biotics_user_password (this is the database password for the BIOTICS_USER user).

11. Remove the configuration help comments at the bottom of the file. Then save.

	<?xml version="1.0" encoding="UTF-8"?>

<!--

*******************************************************************************************

*
IMPORTANT NOTE: this file contains a sensitive database password.

*
Access to this information should be restricted to trusted systems administrator!!!

*******************************************************************************************

    Document   : biotics_user.dbci

    Created on : October 24, 2003, 4:39 PM

    Author     : maggie_woo

    Description:

        Database connection information for the BIOTICS schema on the Oracle1 database server

-->

<DbConnectionInfo>

    <jdbcDriver>oracle.jdbc.driver.OracleDriver</jdbcDriver>


    <url>jdbc:oracle:thin:@oracle1.abi.org:1521:biotics</url>

    <userid>biotics_user</userid>

    <passwd>biotics_user_pswd</passwd>

    <deleteSchema>biotics_del</deleteSchema>

</DbConnectionInfo>


Keep the dbci file secure--it contains the database password!

	find out what the login server machine's global name is
	12. Try to ping the server from another workstation. For instance, if the server is called "mozart", go to a CMD window (or DOS window) on your workstation (some machine other than the one you are pinging) and execute "ping mozart".

13. If it returns and says something like "pinging mozart.mydomain.mynet", that is the server's global name.

14. If that ping command does not give you a domain qualifier, walk around the office to everyone who may need to access that server and ping the server. If it continues to reply without adding the domain qualifier, you can probably use the server name without the domain qualifier.



	configure  b4exchanger.properties

NOTICE: The login.server property must point to a machine's global name (its name plus its domain qualifier). If you don't know the domain qualifier for this server, physically go to all potential user desktop workstations and ping the server (see the FAQ section for more details).
	15. Open the c:\hdmsx\loginsvr\conf\b4exchanger.properties file in notepad:

· Edit the login.server property to point to the global name of the login server (the machine name plus its domain qualifier), as determined above in step 13. Note that this is NOT necessarily the same as the oracle server, depending on whether Oracle and the Exchanger application are on separate servers. Determine this server's name and domain qualifier separately, and it is best to determine what it should be from the perspective of a user's desktop.)

e.g., "login.server=keats2.abi.org"

· Edit the login.service property to match the name of the login service (as defined in the conf\jvmi2-b4x.xml configuration file). The default name is "B4XLoginServer"

· Edit the db.user property to match the name of the dbci file (without the .dbci extension). The default name is "biotics_user"

· Save and close the file.

	Test the login server
	16. Open a cmd window (from the Start button, choose "Run" and type "cmd")

17. Navigate to the c:\hdmsx\loginsvr

· c:

· cd hdmsx\loginsvr

18. Type 'loginserver' and press the enter key

19. The output in the cmd window should resemble the following:

	C:\hdmsx\loginsvr>java -classpath .;hdmsExchange.jar;.\lib\bcprov-jdk14-118.jar;

.\lib\log4j.jar;.\lib\jdom.jar;.\lib\ojdbc14.jar org.abi.hdms.security.B4DxLogin

Server

Oct 28, 2003 3:49:02 PM org.abi.hdms.security.B4DxLoginServer main

INFO: Starting login service: "B4XLoginServer" on keats2.abi.org

Oct 28, 2003 3:49:07 PM org.abi.hdms.security.B4DxLoginServer main

INFO: Login service: "B4XLoginServer" started on keats2.abi.org

	Having trouble? See the troubleshooting section for hints.
	If the output states that the login service has been started on the server, this means it is now running. As long as you stay logged into the machine, it will keep running, but don't do that--we want to install this as a service.

· If you received any errors instead, the usual culprit is that the java.exe program file cannot be found (i.e., the global 'path' environment variable should be edited to point to the correct location).

The next most probable culprit is that the Java Runtime Engine is too old (it must be the Java 1.4.1_02 version or later).

Finally, make certain you are in the correct subdirectory to execute the loginserver.bat command.

	Install the Login Server as a service
	20. Still in the cmd window, press Ctrl-C to terminate the login service. It takes a few seconds for it to respond. When it does, type 'Y' and press the enter key.

21. Type 'b4x-ls' and press the enter key.

22. From the Start menu, choose Settings | Control Panel

23. Double-click on Administrative Tools

24. Double-click on Services

25. Look for a service called "Biotics4 Exchanger Login Server": it should be an "automatic" service that has not yet been started.

26. Highlight that service and right-click. Choose "Start"

27. To fully test the server, restart the machine and repeat the last 5 steps to see if the service is up. When you restart, the service should be started already (because it is an automatic service).  NOTE: it is not necessary to reboot the server now.  It's just a good idea to check that the service restarts the next time the machine is restarted.


B4XLoginServer Administration

If you want to uninstall the Login Server (for installation elsewhere), double-click the c:\hdmsx\loginsvr\b4x-ls-remove.bat file.

If you want to reset the security keys (b4dxpk.prv & b4dxpk.pub), first stop the service, delete the keys from the c:\hdmsx\loginsvr subdirectory and restart the service using the loginserver.bat file. Updated keys will be created. Then restart the service. Executing this procedure effectively prevents users from using the Exchanger application until they receive the updated public key (b4dxpk.pub) and place it in their Exchanger client subdirectory.

Database Prep steps

You must have access to the login server application to execute these steps. This may mean coordinating with the database DBA if the login server is installed on the database server.

The steps in the database prep section should be followed any time the data model changes. These steps generate views and create archive "copies" of the database schema that enhance the Exchanger's performance (speed). This means that any files that become out of date could cause some headaches during data import/export.

It is helpful to have a list of your extensible tables on hand for this step. Some decision should be made about whether or not you intend to import data for these tables, or export data from them. The assumption in this document is that you do not intend to import or export data for your extensible tables.

Please note! Some of the steps below are marked Optional. The purpose of these steps is to protect your extensible table data from being exported or overwritten by an import. The way to do this is to exclude them explicitly from the Exchanger. This is an all-or-nothing option: if you exclude a table, you can neither export from nor import to that table. See the FAQ section for more information.

Throughout these instructions, you will be told to unzip files to install to a directory under c:\hdmsx. If you installed the login server to another subdirectory, replace 'c:\hdmsx' with that subdirectory throughout these instructions.

	OPTIONAL: edit LogicalSchemaConfig.xml

Note: this configuration may have to be done by a programmer because it is not a user-friendly file.

RECOMMENDATION: Do not edit this configuration file until you complete all steps and believe you need to exclude your extensible tables from both export and import.
	1. Open the c:\hdmsx\loginsvr\conf\LogicalSchemaConfig.xml file in Notepad. (Although you can open it in Internet Explorer first if to review it, do not cut/paste from the Internet Explorer rendition into the actual document.)

2. For each extensible table you wish to exclude, add that table to the appropriate section, following the conventions used throughout the document. This document is case sensitive! 

In order to determine the section, you must know the subject area under which the extensible table "lives" (e.g., an ELEMENT_SUBNATIONAL_EXT table probably "lives" under ELEMENT_SUBNATIONAL). If you are not certain, it is ok to add the table to any and all logical entities that you suspect contains it.

3. Save and close the file.

4. Open the file in Internet Explorer. If the browser reports an error, that means something you typed is not properly "closed" or in the correct letter case.

Do not make other edits in this file (to remove/include tables that you think are missing that are part of the core business data model of Biotics). This configuration file is primarily used to exclude tables that are intersections (included by more than one logical entity) so that they are not exported more than one time (except as configured in the conf\intersectionrules.xml file).

	build the logical schema files
	5. From the Start button, choose "Run" and type "cmd"

6. Navigate to the c:\hdmsx\loginsvr subdirectory

7. Execute the following command in the cmd window:

buildAllLogicalSchemaXml biotics_user

You will then be prompted to hit any key to begin the process.

This step can sometimes take a while (30 minutes or so), but we have heard reports that it can also execute within a few minutes. It generates one file for each logical entity in the LogicalSchemaConfig.xml file. When it is finished, those xml files will be available on the c:\hdmsx\loginsvr subdirectory.

If you encounter any errors executing the command (database connection errors), this means the dbci file is not properly configured. If you are dead sure the dbci file is properly configured, double-check the \conf\b4exchanger.properties file against the configuration of the B4XLoginServer.

	OPTIONAL (skip this step if you did not edit the LogicalSchemaConig.xml): inspect the logical schema files
	8. Use Internet Explorer or other available text editor to view the XML files in the c:\hdmsx\loginsvr subdirectory. In particular, inspect those logical entities that you configured in the \conf\LogicalSchemaConfig.xml file.

9. If desired, do a search on all the files in the c:\hdmsx\loginsvr subdirectory using the extensible table names you have. If you find any, you may take this moment to edit the LogicalSchemaConfig.xml file to exclude the extensible table name from the logical entity. If you do so, you can regenerate that one file with the following command in the cmd window:

buildAllLogicalSchemaXml biotics_user {entity_name}

This generally takes less time than generating all the logical schema files. If you wish to generate several in a row, include a space-delimited list within quotation marks in the command in the cmd window:

buildAllLogicalSchemaXml biotics_user "EO MA"

You will then be prompted to hit any key to begin the process.

	move logical schema files
	10. Move (do not copy) all the files that match the pattern c:\hdmsx\loginsvr\LS_*.XML to the c:\hdmsx\loginsvr\conf\entities subdirectory. If you wish, you may archive the logical schema xml files that shipped with the application--these are the default files and may not reflect recent data model changes.

	execute javahaprep
	11. In the cmd window, navigate to hdmsx\loginsvr if you are not already there, and execute the following command (may take ~20 minutes to complete):

javahaprep biotics_user

You will then be prompted to hit any key to begin the process.



	check javahaprep.log file
	12. Open the javahaprep.log file in a text editor (like notepad) and search for the word "Error" (not case sensitive). If you find any, review the error, and if you don't know what it means or what the problem might be, contact technical support (be prepared to send the javahaprep.log file).

(In some cases, you may be able to determine that an error reported in the log file is acceptable. For instance, you may have created an extensible table that you do not intend to import or export data from. In such cases, getting an error specific to that table during view creation may not be a problem.)


Security Configuration

This is the part where the administrator has to get into the Biotics Administrator application and grant privileges to users to access the Biotics Exchanger tools. To avoid confusion, "Biotics Administrator" refers to the Administrator application, and "administrator" refers to a person whose job includes the role of granting security privileges to authorized users.

Please consult the administrator of the Biotics 4 suite or any existing security procedure at your site to grant access rights for Biotics Exchanger to users. Complete step by step instructions are available in the Biotics 4 Install/Config guide (Section 6).

Some very brief guidelines follow:

· The administrator should decide who needs access to the Exchanger tools. They should also decide if these users need full access to all tools, or just some of them.

· The standard security configuration that is shipped with each install (and has been for quite a while) includes the Data Exchangers user group.  This user group has full access to all Exchanger tools.  Any users needing full access to all tools should be assigned to this group.  This would include the admin user. If your system does not have this user group, you may create it following the guidelines in the Biotics 4 Install/Config guide.

· Should there be a need for some users to have partial access to the tools (like those doing exports only would need only the Export tool), the administrator can create a new user group for that need.  They could call it 'Data Exporters' and give it just access to the export tool.  Refer to the Install/Config guide where this is discussed thoroughly.

Please review the following descriptions of each of the Security Functions currently available through Biotics Exchanger before granting privileges to users or user groups.

	Use Export Tool
	This security function allows the Export Tool to be opened. At this time, anyone who does not have access to this function cannot modify, view, or edit export projects or their associated or individual tasks.

Granting access to this function effectively opens the entire database for viewing and data extraction to the authorized user. Subject-area specific security has not yet been implemented for Biotics Exchanger.

	Use Import Tool
	This security function allows the Import Tool to be opened.

Granting access to this function effectively opens the entire database for viewing and data modification (through the import of new/updated records) to the authorized user. Subject-area specific security has not yet been implemented for Biotics Exchanger.

	Use Rule Config
	This security function allows the user to test and validate a rule criteria script. Otherwise, any user who has access to the Exchanger application subdirectory may execute the B4XRuleConfig.bat file to create or modify existing rulesets.

Granting access to this function limits a user's access to the database to just the existing holding area records (if any), and to the rule configuration files themselves (if they are stored in a shared location). This application alone cannot modify database records.


Grant Full Access to the ADMIN user

This section will detail only those steps to grant access rights to all current Exchanger functions to the 'admin' user for the purpose of executing the Exchanger Installation. The instructions given here are adequate to the purpose, but not considered the recommended method of granting access. Please refer to the Biotics 4 Install/Config guide (Section 6) for a thorough discussion on how to grant access privileges to authorized users.

1. Start Biotics Administrator and open Security
2. For the User, choose ‘admin’.

3. For the Application, choose ‘Exchanger’.

4. In the Function List, click in the Full section.

5. When the box appears, click in the box to check ‘Full’ for functionality.

a. Do this for each of the functions (‘ExportTool’, ‘ImportTool’, and ‘RuleConfig’)

b. Click ‘OK’

6. Exit Biotics Administrator.

Application Configuration Steps

This configuration happens on the Login Server machine before any clients are installed. The end result of this step is to create the client installation zip file.

Throughout these instructions, you will be told to unzip files to install to a directory under c:\hdmsx. If you installed the login server to another subdirectory, replace 'c:\hdmsx' with that subdirectory throughout these instructions.

	Prepare the default client installation
Yes, you are going to unzip the b4dx_{version}.zip file again, but this copy is going to become the client installation.
	1. Using Windows Explorer, create the c:\hdmsx\b4dx subdirectory.

2. Unzip the Exchanger software (b4dx_{version number}.zip to the c:\hdmsx\b4dx subdirectory (the zip file does not create the b4dx subdirectory again).

	copy the security key from the loginsvr to the client
	3. Copy the c:\hdmsx\loginsvr\b4dxpk.pub file to c:\hdmsx\b4dx\b4dxpk.pub (this key file was created during the login server test).

	copy the b4exchanger.properties file from loginsvr to the client
	4. Copy the c:\hdmsx\loginsvr\conf\b4exchanger.properties file to c:\hdmsx\b4dx\conf\b4exchanger.properties (this file was modified to point to your login server name).

5. Click Yes to overwrite the existing file.

	copy the database logical entity files from the loginsvr to the client
	6. Copy all the files in c:\hdmsx\loginsvr\conf\entities to the c:\hdmsx\b4dx\conf\entities subdirectory (these are the logical schema xml files specific to your database).

	NOTICE: Absolutely do NOT copy the DBCI file from the loginsvr to the client. The DBCI file contains the database password and must be kept secured.

	Test the Applications
Having trouble? See the troubleshooting section for hints--problem is usually associated with the conf\biotics_user.dbci file configuration.
	7. Make certain you are at the console of the Login Server Machine--you cannot do this remotely.

8. Navigate to the c:\hdmsx\b4dx subdirectory (in Windows Explorer).

9. Double-click on b4exporttool.bat and log in as the administrator user (of Biotics 4). If you are not the administrator, get the administrator to come log in for the test.

10. Log out.

11. Double-click on b4importtool.bat and log in as the administrator.

12. Log out.



	Create the client installation zip file.

Make a zip file that creates the b4dx subdirectory when it is unzipped.
	13. Zip up the contents of c:\hdmsx\b4dx--this zip file is your client installation.

a. In Windows Explorer, navigate to the c:\hdmsx\ subdirectory.

b. Carefully right-click with the mouse on the 'b4dx' subdirectory (in the right-hand pane of Windows Explorer), then choose "Add to Zip" under the WinZip menu.**

c. Choose "New File", then choose to zip to the "C:\hdmsx\b4dx_client.zip" file.

d. Make sure "save full path info" is NOT CHECKED.

Following these steps creates a zip file in which all the subdirectories are preserved, and the resulting zip file will create the b4dx subdirectory (but will not also create the \hdmsx subdirectory).

** If you do not have Winzip, use the utility you have to create the appropriate zip file. 

	Distribute the client for a new installation
	14. Install the clients as needed (see the Client Installation Section further below).


Note: If the administrator resets the login server's keys (b4dxpk.prv and b4dxpk.pub), then the public key (b4dxpk.pub) needs to be re-distributed to the authorized clients. 

Client installation

At this time, the client installation is manual. This client may be placed on a shared drive and made accessible to multiple users. See the pros and cons above in the technical overview section.

Throughout these instructions, you will be told to unzip files to install to a directory under 'C:\BioticsExchanger'. If you plan to install the login server to another subdirectory, replace 'C:\BioticsExchanger' with that subdirectory throughout these instructions.

If you have internal policies about where to place business/user data files, Exchanger belongs in a similar place.

NOTE: We have had some reports of the Exchanger not properly executing from a subdirectory which has spaces in the path. However, we have also successfully tested the exchanger in this mode. The benefit of placing the Exchanger inside a user directory (particularly for standard users) is to limit access to the Exchanger to authorized users on that machine. For shared workstations, you should install a shared version in an open subdirectory (e.g., C:\Exchanger).

	System Requirements
	· Java Runtime Engine 1.4.1_02 (international version) or higher.

· Lots of memory. 256MB or more. The more you have the better it is. [We are still running into memory issues that will hopefully be addressed in later releases.]
· 20 or more MB of hard disk space (application plus application data, reports, export output files).


Installation Steps (on the target machine)

	Create the program subdirectory
	1. Create the program subdirectory (e.g., 

"C:\BioticsExchanger" or "C:\Exchanger"). Note: if the computer is a shared resource, you may install this application to the user's directory (under Documents and Settings). It is inadvisable to install this under C:\Program Files because the application generates application data and stores it by default in the application subdirectories.
2. Unzip the default installation package created in the previous step in the Application Configuration section to the program directory you made above

' C:\BioticsExchanger' subdirectory. If you zipped this file as instructed above in the Application Configuration section, it should create the \b4dx subdirectory.

3. Put shortcuts on the user's desktop for the two main application commands (right-click/drag=>create shortcut):

· B4ImportTool.bat

· B4ExportTool.bat

Please right-click and drag the files to the desktop, then choose "Create Shortcut" to create the shortcuts and reduce typographical errors.

	Test the installation
	4. Double-click on each of the shortcuts.

a. Have the user log in.

b. If the application opens, choose Help-About (it should display the version and build).

c. Choose Help-Connection Info (it should display the connection string for the database.

If there are any errors during testing, make certain the user who is logging in has been given the correct permissions within the Biotics 4 Security tables (via Biotics Administrator).


Frequently Asked Questions

	How do I tell if all the triggers in the database have been enabled?


	Log into the database as BIOTICS_USER and execute the following command:

SELECT status FROM user_triggers WHERE status <> 'ENABLED";



	What do I do about triggers that are not enabled?
	First, compile the invalid objects (see further below for details). If that does not set the status to 'ENABLED', you should contact technical support for more details.



	How do I tell if all the functions in the database are in a "VALID" state?
	Log into the database as BIOTICS_USER and execute the following command:

SELECT status FROM user_objects WHERE object_type = 'FUNCTION' AND status <> 'VALID';



	What do I do about INVALID functions?


	Look in the Troubleshooting section for step-by-step instructions. Or see the next question about compiling invalid objects.



	How do I compile INVALID objects?
	If you want to make sure all the objects in your database are in a valid state, log into the database using SQL Plus (as BIOTICS_USER), then execute the following (repeatedly) until there are no invalid objects:

@c:\hdmsx\loginsvr\sql\bio_invalid.sql

The command above assumes you unzipped the sql patch software to the c:\hdmsx\loginsvr subdirectory. If you did not, please replace 'c:\hdmsx\loginsvr' with the name of the subdirectory you did unzip the patch into.

When you have no more invalid objects run the following line in SQL Plus as biotics_user:

exec dbms_utility.analyze_schema('BIOTICS_USER','COMPUTE');

This will tune and optimize your database.



	If my Oracle tablespace filenames end in .DBF, shouldn't the new tablespace filenames also end in .DBF?
	Oracle 9i's system tablespace files happen to end in *.DBF. In Oracle you can use any filename/extension you want: the data dictionary will simply point to the file name. However, the dbf extension is confusing (with dBase). Therefore, we always use *.ORA for biotics_data, biotics_index, etc. and have never had a problem in Oracle 9i. 

	What is a domain qualifier?
	In the context of a host name (for a database url), the domain qualifier is that additional part of the name that distinguishes a server named "mozart" on the "apple.net" domain from the server named "mozart" on the orange.net domain. If you can access both servers, and mozart.apple.net is your database server, then you have to specify "mozart.apple.net" in the database url as the host. Note that the qualifier may be necessary even if all the servers in your organization have unique names across all local domains.



	Why do I need the domain qualifier for the login.server property?
(this is the login.server property in the b4exchanger.properties file)
	The login.server property is what tells the user's desktop application where to look for the login server. Unless you only have one local domain on your network, it is wisest to always include the complete name of the server including the domain qualifier. It never hurts to have the qualifier. Just make sure you can ping that name in the CMD window (or DOS command line) on all the machines that you expect may need to run the Exchanger application.

It is perfectly appropriate to include the domain qualifier even for the database server name, but if the login server and the database server are on the same local domain, it is a shortcut to refer to the database server by its name without the qualifier, and since the login server is the one that is logging into the database, that's perfectly fine. The user's application doesn't have to know where the database server is.



	How do I tell if I need the domain qualifier on the Host, or server name?


	1) Try to ping the database from the login server. For instance, if the database server machine is called "mozart", go to a CMD window (or DOS window) and execute "ping mozart".

2) If it returns and says something like "pinging mozart.mydomain.mynet", that means you need to use the domain qualifier in the database URL. What's nice is that the ping will return the fully qualified name for you to use.

3) If that ping command gives you "Request timed out" messages, then add the domain qualifier and try again.

4) It never hurts to have the domain qualifier on the host, but if you're reading this, you are probably concerned that you do not know what that domain qualifier is, and you cannot successfully ping it. In this case, you should ask around--ask IT, or anyone who set up that server.  Once you find out, make sure you can ping that machine from your machine.



	How do I get the database SID?


	If there is no DBA at your location, and you know the password for the SYSTEM user, log into the database as the SYSTEM user and execute the following command:


SELECT instance_name FROM v$instance

If there is a DBA at your location, have that person give you the SID, or configure the DBCI file for you.

If you do not have a DBA at your location, and you do not know the password for the SYSTEM user, try "BIOTICS" as the SID. If that does not work, please find the password: when your installation was created, the person at your office who principally worked on the installation was told to store this information in a safe location.



	What is "the Exchanger software"?
	The Exchanger software (default desktop installation) is in the b4dx file (b4dx_{some version}.zip). It is in the larger zip file that contains all the installation pieces for the database update (b4dx_sql) and the login server (b4dx_security).



	What is the version number? There seems to be a lot of stuff after "b4dx" on all the zip files.
	If you are unzipping a file called "b4dx_1_01_RC6f" the version number is 1.01 RC6f (it is included in the name of the file, with all dots and spaces converted to underscores).

Below are the components without the version name:

SQL patch: b4dx_sql
Security components: b4dx_security
Exchanger Software: b4dx


	How would imported data overwrite data in my extensible tables?
	In actuality, this is not highly probable. The reason this concern is addressed in the installation document is that the Exchanger is a complex piece of software, and a user who is not aware of how the Exchanger operates may inadvertently load and commit data changes to the target database that in fact overwrites data in the extensible tables.

However, there is a very specific set of conditions required for this sort of accident to happen. It is more likely that data in core business tables in your system will be overwritten by an import from another system (because both systems have the same set of core business tables).

	How would imported data overwrite data in my core business tables?
	Well, first, you would have to load the data into the holding area, match the data to existing target data in your system, apply an import rule that allows updates to existing records in your system, then commit those updates. The Exchanger does not automatically overwrite anything in the target system (that is, not until you, the user, execute the commit process).

The Exchanger can only import data from an incoming table if that incoming table exists in your system (and that table is in the incoming data). That is, if there is no EO table in the incoming project (in the holding area), there is no way the Exchanger can overwrite any EO data, even if you did execute the commit process.

	If my extensible tables are for the most part safe from being overwritten, why bother configuring the LogicalSchemaConfig.xml file?
	The LogicalSchemaConfig.xml file ultimately is the gatekeeper that defines what tables you can export from. If you feel that some data in some tables is of such proprietary and confidential a nature that you do not ever want any user to inadvertently export the data, you should specifically exclude that table from the Exchanger. You do that by configuring the LogicalSchemaConfig.xml file, then regenerating the logical schema xml file for the parent entity.

	Can I exclude specific columns from export without excluding entire tables?
	No, not through configuration of the application. You can exclude columns when you configure the export. If you open an export project, or create a new export project, you will see that the entire Logical Entity (all its tables, child tables, and columns) are listed for you to elect, or omit for export.

	Can I exclude specific tables from import without excluding them from export?
	Yes. That's what you use the Rules Configuration for. You create Rulesets for your Logical Entities, and drill down to the tables you want to exclude and make certain they have Reject rules.

Right now, in version 1.0, the Rules Configuration is a very manual process, and if the data model changes for your entity, you have to recreate your rule, and that can be rather tedious.




Troubleshooting

inventory.log file contains functions with an INVALID state
	Recompile the functions
	1. Execute the following select statement, block copy the results into SQL Plus and execute them, then re-execute the following select statement until there are no results.

Please type this select carefully the first time. Then thereafter, cut/paste to re-execute it.

select ' alter '||OBJECT_TYPE||' '||object_name||' compile;'  from user_objects where status='INVALID';


"java' is an unrecognized word" error message

	Install the Java Runtime Engine
	1. Get the jre1.4.1_02 international version or higher.*
2. Install it (pick custom install).

3. Take all defaults--making sure this runtime engine becomes the default.

* Java 2 Version 1.4 (notice: Java 2 Version 1.5 is not compatible with Exchanger version 1.x).


Exception in thread "main" java.lang.NoClassDefFoundError: java/util/logging/Handler

	Install the Java Runtime Engine 1.4.1_02
	This error indicates that your machine has a Java Runtime Engine installed, but it is version 1.4.1_01 or earlier. To fix this, download and install the latest version (1.4.1_02 or higher).

1. Get the jre1.4.1_02 international version or higher.*
2. Install it (pick custom install).

3. Take all defaults--making sure this runtime engine becomes the default.

* Java 2 Version 1.4 (notice: Java 2 Version 1.5 is not compatib


Java Runtime 1.4.1_02 is installed, but still get error message

	check 'path' environment variable (make sure java runtime engine is in it)
	1. Open a cmd window (Use Start button and choose "run"then type the command ‘cmd’).

2. Type set and press the enter key.

3. Scroll up and look for the entry for java_home
4. Look for the entry for path
5. Make sure that the string for path contains somewhere in it the string for java_home
If you do not see an entry for java_home, make certain that the java runtime engine is indeed installed on the computer. If it is, find the path for the ‘bin’ subdirectory that contains the java.exe file (e.g., "C:\Program Files\Java\j2re1.4.1_02\bin"). Make sure that string is a substring in the string for path.

	update global 'path' environment variable
	If the java runtime engine’s bin subdirectory is not part of the path, add it using the following steps. Note that generally, the installation of a java runtime engine will automatically put the appropriate path into the path environment variable. However, in some cases, it will not be there, or if there is a path for a java.exe, it points to an older version.
1. From the Start button, choose Settings | Control Panel

2. Double-click on System

3. Choose the "Advanced"tab

4. Click the "Environment Variables" button.

5. In the system variables section (bottom) scroll down to the ‘path’ entry, highlight it, then click the "Edit…"button.

6. Copy the entire entry into notepad and edit it there

a. You can open notepad quickly from the Start menu (choose "run"and type "notepad")

b. For best results, insert the path at the front of the line.

c. Copy the entire entry (ctrl-c)

d. Press Alt-Tab to return to the "Edit System Variable" window and paste the updated entry into the prompt and click OK.

e. Click OK 2 more times to exit.


"ERROR: failed to establish a connection to the server! The application will be closed.

"The system reported:

Io exception: Connection refused(DESCRIPTION=(TMP=)VSNNUM=....."
	DBCI file improperly configured
	Something in the connection string is incorrect. Try removing all the domain qualifiers. Or ask the DBA (if any) to check the connection string.


"ERROR: failed to establish a connection to the server! The application will be closed.

"The system reported:

Io exception: The Network Adapter could not establish the connection"
	DBCI file improperly configured
	Something in the connection string is incorrect. See the item above (connection refused).


"ERROR: failed to establish a connection to the server! The application will be closed.

"The system reported:

ORA-01017: invalid username/password; logon denied"
	DBCI file improperly configured
	Make sure the username (BIOTICS_USER) and password are correctly typed in the DBCI file.

This message means your connection string is correct (which is a good thing).


Ignore this material-- will be incorporated in later admin/troubleshooting sections.

	configure the MatchActions.xml
	15. An optional step. You can accept the defaults until you discover a problem during matching.

However, if you wish to inspect the configuration, open the c:\hdmsx\loginsvr\conf\MatchActions.xml file. In nearly all cases, the default settings will suffice.

	configure the number of records in the browse
	16. An optional step. In fact, the build you get may not even support this option.

Open the c:\hdmsx\loginsvr\conf\b4exchanger.properties file. Change the 'holdingAreaBrowseMax' property to a number between 1 and 1000 (default is 40).


Additional topics to cover.

 How to update clients

 How to move the application

 How to move the login server

 How to change database password

 More troubleshooting

 How to configure LogicalSchemaConfig.xml

 How to configure MatchActions.xml

 Describe all the properties in b4exchanger.properties file

Better coverage of the DBCI configuration troubleshooting

Steps to create user groups for the Exchanger (via Administrator)

�PAGE \# "'Page: '#'�'"  ��The reason for this hint is that the software should technically be downloaded from the � HYPERLINK "http://www.kcmultimedia.com/jvmi/" ��http://www.kcmultimedia.com/jvmi/� website. However, that concern appears to be "out of business" meaning we may have to eventually address the issue of finding another utility to take care of this function for us.
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